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FBI PRIVACY THRESHOLD ANALYSIS tfT.V; 


\ SMI m SYMK'i ■ FROM ( I :| 

| b'/E 




BosNik E f-V: ;. 

S\sliMPK<U!(l!HK 

FBI OGC/RCUi POC 

t/hsssibes: IN: 

A-cdmmdv Co: 

Nanse] ~] 

Program Office:: lATl! 

Division: SeeD 

Name: 

Phone] 

Room 

Number; JEH ' 



Phono] | 

Room Number: SpyB 5 :: " Floor 






bream::: Manager (or miser appropriate 1 Division Privacy Officer 

executive as Division deiembnesi i 

SocarhyDNRbn 

Sie.nao.ax:; ffi i SsgtuBare: 7s/ 

Dale signed: i2:03.7)0 1 Date egned: tffitffidO 

Narne:l 1 i Name: khchaei i. Foimnr 

Tide, Colt Ouch Information Assurance 1 Tide: Amman; Director. Security Division 

kvkisi$§An k'nn 

PfMHO Division: 

i Sonennre: /s) 1 Sienonue is/ 

i ''m v non ' ' \ Date sinned: ONUS : 0 

kneel 1 i Name: Michael ,1 Fokmr 

7Bk: Unit Chick ktbrnnulon Assurance | Title: Assistant Director Security Division 

: Technology (ini; 1 


oh O/vEksO smyro: sb, OHoverri s 


i IB I 


to FBI OC€d:kl.;F iJFA 7338k 


k FBI OGC/Pf LIJ MP ii 
l - Signed original to Pie ;90~HQ-€k2r7 


iwd to J 


! 1B204 v :a PA-520 s 

division filet's 0. 


Copies (recipients please prinCreprodoee ns needed for Pr 
I ■■ DO) Office of Privacy and Civil Liberties (via e-med to i - OGC.PCFL intranet 

1 .. pQ ,L DC 

(If ckssffied,. via hand delivery to ICC Feme Ave. NW, Suite 940, I - PCI C Library 

99330) _ I-’VU ivC- 

- FBI GOO G>IPP DED 9370,. mm[ 


! - FBI SeeD/AU (elec cepv: via e-maii to CCf 

1 RMD.dlM.AlJ - nun:| \ 

2 - Program Division pen; /privacy Officer 
2 - FBI HQ Division POC /Privacy Coker 
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FBI FT Ac I I b7E 

FINAL FBI APPROVAL / i>FTERMJ N ATI ONS / eONMIlONS; seeXoe mils be eompfofost m foe ¥M 

PC i RXPC'IA) foifowfoso FT A ss8^M»a. T ies PT4 dsfotssr sbnsfol s kip to foe eca.? pm* AtO vsmfomod.. 

Pi A is reyenesi by the E-Tfovernmem Ac?. 

Pi A is to be csMOpieted as n matter fo PBoDOJ disesedom 


X PIA is s:oi returned for the ioPowdug mascots.: 

_ System docs ms? cosietT maintain.: o- sib-set;? mate PH 

System's -s grandfathered (he esossence before 4X?/;2(K)3s sto bbe? changes posing rfonslksm? privacy risks}. 
>C P-foseofo--a in the sydert? reives to internai government o-pessstioos. 

System has been previously assessed no dor an evahsatkes smbsar to a Pi A. 

X 'for Si&mfWtsm privacy issues (or privacy issues are unchanged}. 

Other (de-sesfofo: 


Appiccabio SORNssl FBi'dOa 

Notify PBi RMsXRiDR per XtiOG : 90 2 .fo J< 

fofokfoORN rev kiosk st required? X Nr; 

X 201. ..; bossies':?: 2 0 i... s brass? to rat Jdr 

ou PCLi 

U fotrasset website here: 

Prepare/revioodfod Privacy Act tear ■ asaiensents tor resated forstss? .X No 

h V 

:rd iootrs ?b;ec> ssfieeteo s: 

RECORDS. The program should ctmse.it v. it in RAID to idem: bodes-;Xe com Petiesai • 
The sysses?- suay coosaia Fedsrel rcec-rck whether os not it contains Pro oo Act request 
xv d by rite N foe x x v s A s eeesss 

as oeil as on compisassee foth req sites? seats for Eiectronic Reee>rdkeeaing Ceslitkako 

ecoebNe 
;ts usssl it 
. RNfofo 
' a \s o ; 

X. X x. X <xN 

; assy evests.. a records 
■an provide advice on this 
y stecessssry updates. 

Ti, B3 v 5M , !M! d } ,* a5i! c. . n d iM! ... <m (.format 

sou. is coiiected. stoned, or re-eased. 



Jj; : .? 

SS %Li : C 1 o>/ A 


oclansified.ffoijo 
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FBI FT A; I I 


b7E 


Provide a geneml deseriptlem of tin- system or project that iodmtes: same of As 
atenkprojeet, indoding associated a cronyms; structure of the sy stent/pro jeep 
repose; mature of tbs information m the system ami boo- it will Be used: who will 
w across to the information in the svstem end the manner of transmission to a! 



The im'onration that N trata dero 
data add be stored on | [ dsdt 

O" 1 ^ . v_’ >„, v» V 

will be seta to t.be | | o$ca No 


s a part oi | | o 
the event that a d 
trie document wi 


v delated arid an e 
e o ea'-i 't v,j' ;e 


2. Does the sa steonproject colleen maintain, or disseminate any information i\hmt 
individuals in identifiable form, he,, is information linked to or linkable to specific 
iodivklnak twhich is the definition of personally kkntiftebk information (Flip? 
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heir iamsss atm nasiwcorusl 


will be stored on the 


3. l>#f$ the systsm/projeei. pertain only to government etapluyecs, contractors,, or 
costsul is tm? 

NO X YES 


The system ehrei.eietreio re and security adnumsiralois wail always he government 
employees or cowfactors,, so only their PH would he stored, hnermatlon ors non- 
government employees assy pass through hie system hut that mltmrtatkm Is not collected 
wmwumvd or disseuv;railed 


4, is itsfomsaikm about United States citireos or lawfully admitted permanent 
resident aliens retrieved from the sysirot/prejecl by name or other persons! 
ktaolfkr? 


NO 


X YES 


The system adrarms-rannw and security administrators will always do ITS. cltwens. The 
only Pit stored on tire sys tem will ho then- nsenmmes. All system administrators will b e 
aim a a!,.-osas;\ \ 

5v Are Social Security Numbers ISSNs) eoiketesh maintained or disseminated from, 
the ■'W\tvtmpod<rt? 

.X.NO ... YPS If sea, cheek ail that apply; 


.YSNs are necessary to cstabh shxonilrn? the identity ol subjects. vk 

witnesses or sources in this law erdbreement or inlclhacnco activity. 


xessary to Identity FBI personnel in tint; r 


am anew am n olhm ec«''w Pesordx; 
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P1M FT A: □ 



b. Pom thr Aero |oofoU collect am information dnsetP from ilu' person who is 
the subject of the information? 



I>. Are subjects of information from whom the mf&m-mihm is directly 
collected provided a written Privacy Act fotp} statement sdfoer on the collection 
fn'rm or vis a separate notice}? 

. X .NO |The program will need to work with PCLU to devdop/imptemon' 

the neees§arv formtsh) 

A 1r s sty Act statement is not rep Hired since the vsernertre password do not sap anything 
about the individual. espeesahy as an mdmdoal cotdd choose anything as then' username. 

.YES kkmii's any forms, paper or electronic, mad to request sack 

ioformation from the inform a tints subject: 
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7. Pas tbe system usKiergtsase Cestffkafbss & Accreditation (€A:A} by the FBI 
Security Divlskm (Neel))? 

X NO I!' tup bulk'six- reason? If €<&. A A peotlsttg, provide antkipated 
comptelkm date. 

CO A .is pending. The asehetpated oorupknon date is May IT 20 05. 

YES If yes, provide date ellast CO A cerdllcatkm/re-eertiieatlaa: 

^ Dost- know, 

8 is this systentOeoket the suhivet of ass OMB-300 budget stsbnsNsbn? 

X NO Don't know TBS If yea, please provide 

the date asset a a esse or title of the 
0X1 B soSmtsdeo: 

9, Is tots a naikrod security system (os determined by the SeeD)? 

.NO ..YES .X.Don't know 

10, Status of System, Project: 

.X.This is a new woeuo project in devdownwe. iff you checked this bhak 

STOP. 'I'he Pi A is mm cempkde tsnti alter dhidots apr revises? should he 
submitted to FBI OGCyPCTC Ice hod Fill approval anti dstertcltwikm If 
PIN aod/ar other aedeos ere wtpdmdd 

IF EXISTING SYSTEMS / PROJECTS 

1. When was the aystenCproicct developed? 

2. Has the system? project tadeegeaie arty significant changes since April IT 2003? 

.org 14-06-04-FBI-FOIA-20150318-4th-Production 












FBI FTA: □ 


b7E 


im:LAmwmm¥Qim 


\ ^ ' V. K V y‘ (. \'f . A' ’ , \ NS V s s s ‘jJSssjkJ'ii 

hexes that apply }; 

A conversion ikon paper-based records aa an. electronic system, 

A change kom information in a format that is anonymous or non- 
foombiable to a format that is identifiable to particular individuals. 

A new use of an IT systonv proieeL including application of a new 
technology t that changes how information in idem!liable form is managed, 
(For example, a change that would create a more open environment anchor 
avenue tor exposure of data that previously did not exist.! 

A change drat results hr information in identifiable term being 
merged, cerrtrahaed. m matcher! with other databases, 

A neu method of authenticating the use of and access to 
information: in identifiable form by members of the public, 

A systematic incorporation of databases of mlbrmatkm In 
identifiable term purchased or obtained hem commercial or public sources. 

A new interagency use or shared agency buretmn that results in 
new uses or esc merges of.information in identifiable form. 

A change that results in a ace. use or disclosure of inionnntioe in 
identifiable form. 

A change that remits In nee burns of nbbnmatfon in identifiable 
form being added loro the systern/project. 

v bom taw do net no. d\e a change n m„ 'ope Taw d- numumneo 
the individuals on whom records are maintained, or foe use or 
dissemination of Information frost the syrmm/project. 

Order |Provide brief exphmashsnp 
a. Dews a FI A for this syanmv project. already exist? 

.NO .YES 


a. Provide hate/tble of' the PLY: 


mvmwo 
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ITbe FT A b ns;« semelrte red eller dlvbdee eepmrFbBh<?5.d;5 be setedtled le 
FBI OBCVIBlLF fbr Beal FBI epfrreeib sed drlerebesdoe BTIA sedAeAAbsr 
e e 11 ee \ e re r re e I red. i 
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FBI PRIVACY THRESHOLD ANALYSIS (VTA 


P SYSTEM/mX*ECT:l 


I svyr^M/PRaiECT pcx: 


FBI 1MON 1NHKMI Pl\n M " 


1 0 U !''i 

Sigiiyfurc. 

Date signed: 

; Tiilc; 
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L INFORMATION ABO 11" THE SYSTEM / PROJECT 

1. Provide a general description of the $ys tern or project that includes: (a) same of 
the system/project, including associated acronyms; (b) structure of the sysiem/projeet, 
including interconnections with other projects nr systems; (e) purpose of the 
sysfeoi/projeet; (d) nature of the information in the systenTproject and bow it will he 
used; { 0 } who will have access to the information In the sysieoi/profeet; (1) and the 
manner of transmission to ad users. 
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NO. Jf no, skip to question 


YES. |If yes, proceed in the mxt <f»esilo»..j 


subject of the information? 

NO [If no, proceed u.i question 7.f 
.YES 

c \\n xu v s ' o ccs \ c ') 0 c\;l t V or 1 4 '! Ntfcf . oi**< 

aa&essnrnms? 

.NO 

.YLS fif yes, proceed in question ?.] 

■' Are subjects ot h e ih com whom the isstbrrrioiioo is directly collected 

provided it written Privacy Act tettc) statement (either on the collection form or via a 
separate notice 

NO [The program will need to work with FCLII to develop/Enptement 
the necessary formtaif 

YES Identify any forms, paper or electronic, used to request mth 
Information from the information subject: 


?. Are ^ \ Vu rs '\\s v 1 owed < Kb < cn > from the 

S> *, V'o;c N' N « 4 ^ C5 , S 4 t t i , i 3 

NO YES If yes, eheek siHhat apply; 


V m 1* ' 4 S , , v. C N ,, x ■, ' 4 \ 

4 S.\N S C V » S > , ' , CvK 
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This is a new systenv protect in development. I If yea cheeked Skis iNode 
STOP, The F I T w ooo campled- -mi after dBBkm approvabs} shank! he 
submit ted m FBI OC'AATf"F-F tar final OF approval and deter mi red. km if 
Pi A and/or other act keys et reattaedh 

1L EXISTING .SYSTEMS / PROJECTS 

1. When was the xystem/proieet developed? 

_ NO ilftw. proceed to nexi question (11J ;.j 


YES O )vk u „ v. v. 'w v i mUvO meoh dl 

changes Shat, apply, and provide hrtef explanation for each marked change): 

A conversion Prow paper-based records to an electronic system. 

A new use of an IT svsiem/prolcet. including application of a rum 
technology. duo chances how wimwalaw In identifiable form is managed. 
(For example, a change that would cruse a move open cm ironmenf and/or 
avenue for exposure of data that previously did not exist.} 

A change that results in imbrmador, in identifiable form being 

A new method w authenticating the use of and access to 

A systematic incorporation or databases of info muted on in 
identifiable form purchased or obtained front commercial or public sources. 
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FATE 10 -IF-;-:,'DM ?Y 


FBI PRIVACY TI 


XL!) ANALYSIS IPX A) 


BIRR FBI i mqm Asset 10: .201.1. 


[H m«i Fr«»i M/A 
Classified 10: 


j Program OiuA 
l tfv isi on: Direr: 
I Phonc j 
1 Room Number 


ategie k-Hutokmo 


| FBI DIVISION .INTERMEDIATE APPROVALS 


FBI HQ Division 
Directorate of 
IntMIi&enoe 


Pi; <u < in M in tiger (or other < pps o^ 
executive as Divis i on determines ) 
Signature: 

Date- signed: 

Name: - 

Tide:.. 

Signature_ 

Date s.iin&d : ; tA' : A^-" 


; Division Privacy Office.: 

: Signature: 

; Date signed: 

: Name: 

Title: 

Signature 

Date s igned ' ;\> 

;: Name:I 


A Strategic Te chnology link. 


After all division approvals, femurd signed hard copy plus electronic eopv to FBI 
ODCFO.F i\fEH 7350), 

(The FBI Privacy sod Civil Liberties Officer's determinations, conditions, an Aon t , ay 
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:RMlNATiONS/CON.l>mONJ 


System dees not collect, maintain, or dissemmate PH. 

System is grandfathered (in existence delete 4G. 7G00o: ms inter ch;s 
X into: maUon in tin; system relates to internal govermnent operations. 
System has been previously assessed tinder an evaluation similar to 


Applicable SORN-: 


RhiC.iOR.DS. The programs should consult svith RAID in ident;fyAc\olvo any federal records/eleetroroc msmvN issues. 
The system mss conedn Federal records whether or nor it contains Privacy Act seoncsm and. m any event, a records 
schedule approved by the National Aremves and Records Administration is necessary. PAIR can provide advice on Hi 


inani tion relate to mierna! government operations: inlormation about individ uals 

| is also contained in the CRS. i losvevep if any additional PH is added : | 1 

y submitting a stew PT.A to PCldJ for roviosv. 


I f s ^ 

ids sacs and Civil Liberties 'Cm; 

Christine M Costello, Acting Deputy Genera; 
I HI Privacy and Cm d Liberties Officer 
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3. Mease indicate if any of the hdlowine character; a! ies apply to she irdonnadon in da: 
system about individuals: Bees - in mind diet key-on imbrrnadoo may identify nr be 
i linkable to an hidhsdttaL 
(Chuck ah that apply.) 



II'yon marked any of (be above, proceed tn Question 4. 

None of the above, lb none of the above, anserine why Use m formation vases ran 
i identity specific individuals naher daevdy or mdireedy. Ilf van checked this bean 
S TOP here after providing lire requested deserlpdnnd 
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? 7 /FOU) 


.X.NO I If tn\ skip t«» Question "-1 

': N |lf>os, priced to tin' nos? Mtn'sltetx | 

sybf eet of the information? 

,V : |It no, proceed to rptCvLko? *\j 

,\C' ^ 'Nv " v ' ' s ' v O ' v 

nswosrnents? 

..NO 

. V}-X |1f yes, proceed to question 7.} 

' V M l u | of information from whom \o:lnfort nation A direct iy codccied 

' V V 0,\ ' t ' C s' ' ' ' 

separate notice) : 

\ n'kv yi Suck to vuuk'Wth \ t to vCU ' )K u s 

ku oeeessnrv tormssM 

NFS Identify any forms, paper or electron k\ used to reqoest suck 
snfbnnotnm from the'mfnrrnndon subject' 

7, v , \ \ \ s , 

".woe Fun SANs shook) now bo , m: , s 

X NO ' i S II check xk that nnpo 


.AS Ns ore <\ 'so O, establish , ;r . the identity of sehreets, weorny 

' ,' ,ufy s •> ,'' o' , ■, 
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//FOt.'O 


users). Describe: 

SSN;e fXphdn:: 

.X.No. 

Yes. huorinauon systems opera-ed by coni-amor:.; for she b is; may be 
considered Privacy Ac; syebons of records. fee Federal Acquisition lAmulaUon 
contains sbmdard conuaU clauses due m;.i.-u be included in die event die system 
codec t$. mairbams m -Irnem mates IN; unci additional requirements may he 
imposed as a niaber of Department of Justice policy. Consultations with the 

system for the i HI. 

b. Has I ho :;ys;cm under;.-one Certification A Accreditation (CXA) by the hHl 
beemdy Division NseoDV? 


.NO if no. indleuie rensnm d'CO.A Is pending. provide notkhpated 
eontpiethm dale: 



integrity: .Lane .Moderate JR High 

Availability: .fans Modena A A i liph 


.X. NO 


A/R 1U> 
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i ribsoininallors cChrfor:Oinhkosa the :q-si'om- ; prqi‘:Ci. 


<)’h-:v l Fruvisle brk'f caphisnA Urn ;; 



NO V! ; N 


rihc FT A A 5;<>v, compkke <ual aker division :<ppr>>Y.'k(:0 skmiki be sahmku'k a* 
FBI OOOPCXF iW tkad FBI approval rod dvn-rmOakoo A FI A aml.Or subar 
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FINAL FBI AITROV\1. ' DETFRMJN \TIONS 
PIA is required by the E ■•Government Act. 

X PIA is to i>e completed as a matter of FBFDOi discretion. 


Is Pi A to be published on FBI.GOV (after any RAID FOfA redact 
security system, it. will not. be published on llsi.gov. 


PIA is not required for the following reason(s): 

System does not codec-, maintain, or disseminate I'll. 

.System is grandfathered (in existence before 4/17/2003 

Information in the system relates to internal govemmen 
System has been previously assessed under an evaluaiu 
No significant privacy issues (or privacy issues are nnc 
Other 


Applicable SORN(s): ..X/ti-ii.Waj;ehpuse Systern.,.justiee/FBj-02 


Notify FBI RMO/HIDS per MIOG 190.2,3? X No Yes- 
htfp:Omme/DO/O(}C3 ? LTB/IX:L.U/iXivacyC;vii%20i..n>erPcs%2( 


HORN HORN revisioit(s) required? X No 


Prepare/revise/add Privacy Act ;es{3} statements fo: 


RECORDS. The program should consult with RMD to identify-res. 
The system may contain Federal records whether or not it contains P 
schedule approved by the National Archives and Records .Admmistr 
a-> well >•> N o A '' itb <.e m^m n_^ by I yy 'py - X N m fm 

Other: 


I tin it Chief 

Privacy arid Civi Liberties Unit 
FBI Privacy a std Civil Liberties Officer 


! Signature: 

! Date Sign! 


UNCLASSIFIED//*' 
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xsipi mvi 


X YES jit yes. please continue.-} 

« v <. iv K v i .1 v> \ ( t \ ? k 

'\ -den about mKi, i ' !k-ar 1 " s\ k„ m on .Mu? t ..u t w v <\> be 

linkable to an individual. 

(Check all thai apply.) 

\ 1 jo nunn ,mo' ? s ,crm> 1 '\j <. Y v , ' 

X The information is intended to be used, in conjunction with other data dements, 

to indirectly identic specific individuals. 

X The information ea?t be used to distinguish ortrae-e an individual's identity cue . it. 
?v ? \v< o? « \ ? _ s c nd \ i ? -d 

IT von marked any of the above, proceed to Question 4. 

None of the above, if none of the above, describe why the intorroadon docs not 
identify specific .individuals cither directly or indirectly. 

d. Does the system/proicet pertain only to government employees, contractors, or 
consultants? 

.X.NO .YES 


5. Is information about United States citizens or lawfully admitted penoanem resident 
aliens retrieved iron? the systen?/proieet by inarm or other personal identifier? 

NO. {If no. skip to quesibo? 7d 

X YUS. {If yes, proceed to the next question.j 

6. Does the system/project collect any iofonnaUes? direedy iron? the person who is the 
subject of the information? 

X NO (If no, proceed to question l.\ 

YUS 

a. Does the stsom psojon support vrunmaL (I m ! ( t no mhesimn' or 
asscssr.ne.ir.ts? 

...NO 

YES {ITyes, proceed to question ?.{ 


I ?F < / L ANS11 : i F D U FOI / O 
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b. Are subjects of information from whom the information is directly collected 
provided a written Privacy Act fe)(3 s statement {either on Ate collect ion form or via a 
separate notice')? 

.NO {The program w jU need to work with PCLl to devdop/hnpie.mem 

the necessary form(s},] 

.VIS Identify an> forms, paper or electronic, used to request, such 

information from the information subject: 

7. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the 
s V ptoa "iNSss A v , v , s <. 

X NS SIS II > vs. cheek ad flun apph 


.SSNs are necessary to establish'cortlirm the identity of subjects, victims, 

witnesses or sources in this law enforcement or intelligence activity. 


.SSN.s are necessary to identify rBl personnel in tins infernal administrative 

system. 

.SSNs are important tor other reasons. Describe:: 

.The systcm/prqjeet provides special protection to SSNs < e.g.. SSNs arc 

cr.cr.pr.xl. hidden uom at) wr-m a kvk -up W. mono .•xed.mic to cv.rt.nn 
users). Describe: 

li os not leasihie for the svsteuvnroieei to provide special protection to 
SSNs. Explain: 

8. Is the system operated by a contractor? 

.X No, 


hcs. btionnadoti s\stems < me; mod ip eonu.K-ow herbs. I Pd nvo. fo 

J 1 o '' ' 'k l S V V v \ v 

p am i haw.ua < * * v v <, vs , < v „ s v . , ,,, 1 c 's . i 

collects, maintains or disseminates Pll and additional requirements may be 
tmpo<w w , n'* e ' to. a c v << \ v «■ t*o i' < 

''N. k'Um.N i o ' v v „ < v v v \ < 

system lonhe FBI. 


i V't WyVV'N -q m 
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lias the system undergone ce 
Security Oivision (SeeD)? 


cation & Accreditation (C&A) ey 


SO If inn indicate reason; if C&A is pending, provide anticipated 
completion date; 


X _ YISS If vcs please 

I p cove: 


’re-certification: 


Confidentiality: 


Moderate X High 


l.osv Moderate X High_Id 


^Moderate X H igh _ 
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i. M S' mo 1 ' > ’ i vk t ^ , 

V V 0 1 M, , ' V 

A 1, Oa » v* m_,-> ' t u r,< ‘ C < S t , ^ 

(t or example, a change tnat would create a more open environment and/or 
avenue for exposure ofdnta that previously did not exist.) 

. A change that results in rmonnadon in Identifiable Jbrm being 

merged cornu h/ed. m mu', hoc wa., ot'vi 

A new method of authenticating the- use of and access to 
imbnnatioo in identifiable lorn - by members of the public. 

A systematic incorporation of databases of Inlormatton in 
identifiable 'form purchased or obtained from commercial or public sources. 

. x ; ee >• e os, , , , < 

<■t >v o on ' j -• 1 ' " o c < o*' 1 , 

. A change that results in a new use os' disclosure of Information in 

u < K > ( c , i 

. A chance that remits in new items of information is: Identifiable 

lorn a mm -.duV: mm fv y stcu pauv 

A ' ! \ ves, o < < ' '< <. ' ' '0 ' „ 'C<' 

trse individuals on wliosrt records are maintained, or the use or 
disacminaih;!: ofhm-mmmm ftvm the s\ ucm moVi 

Other | Provide brief' explanation|: 

' nc.S ,, \ l ' , !o\v<\ , odv \ 

.X.NO .YbS 

if yes; 
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